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Chemical Security Legislation

• Congress drafted the first legislation on 
chemical facility security in 2002.

• Additional proposals came during the 
subsequent sessions of Congress. 

• Original legislation took an environmental 
approach to chemical security.





What to expect from.......

“It concerns me that the regulations do not require 
chemical facilities to switch to safer technologies 
wherever feasible. Without such a requirement, I 

fear a significant gap remains in our chemical 
security efforts.“

~ Rep. Bennie Thompson (D-Miss.)
Chair of House Homeland Security Committee



2007 DHS Appropriations Bill

• DHS must regulate the nation’s “highest 
risk” facilities

• DHS must:
– Develop risk-based performance standards
– Require facilities to submit vulnerability 

assessments and security plans
– Protect security chemical information



CFATS
• Defines a chemical facility as “any facility that 

possesses or plans to possess a quantity of 
chemical substance determined to be potentially 
dangerous”

• All chemical facilities will complete a “top screen”
to determine risk level, many facilities will tier out.

• “High Risk” facilities will be classified into tiers 
and required to submit security vulnerability 
assessments, security plans and pass a final 
inspection by DHS agents.





Retailers should already have...

• Written Security Plan (DOT)
– Awareness training
– In-depth security training
– Security Vulnerability Assessment (SVA)

• Emergency Plan
• Emergency Response Training
• Relationship with their local authorities





Basic Information

• “Consequentiality”
• Appendix A (List of regulated chemicals)
• Each physical location
• Web-based
• MTSA facilities exempt
• 60-Days to submit Top-Screen
• Plan ahead! 



DHS Anticipates... 

Total number of chemical facilities:    90,000
- No chemicals or < STQ                 30,000
- Clears Top-Screen 52,000

Final number of “high risk” facilities 8,000

Note: DHS anticipates regulating 5,000 to 
8,000 chemical facilities as high risk.
(Tiers 1-4)



Security-Sensitive Inventory
• Ammonium Nitrate......34% 
• Anhydrous Ammonia......41% 
• Aqua Ammonia......9% 
• Urea......68%  
• Diesel Fuel......59% 
• Gasoline......51% 
• Nitric Acid......2% 
• Propane......49% 
• Inhalation Hazard Pesticides......33% 
• Class 1 Poisons......76%  
• Class 1-9 DOT Hazardous Materials..86% 



SVA Statistics

• 3,688 SVAs
• 2,670 retail locations



Vulnerability Index

Identifies & Quantifies Security Vulnerabilities

Low............83%
Medium......17%
High.............0%





How to comply...

• Step 1
– Review Appendix A

• Step 2
– Register with Department of Homeland 

Security

• Step 3
– Submit the Top-Screen



Step 1: Review Appendix A

• CFATS requires any facility that 
possesses, or plans to possess any of the 
chemicals listed in the final Appendix A, at 
or above the Standard Threshold Quantity 
(STQ), to:

– Register with DHS
– Submit a Top-Screen



Step 1 (continued)



Step 1 (continued)



Tip!

• Plan ahead...be prepared!
• Download and review:

– CSAT User Registration User Guide
– CVI Procedures Manual

(Chemical-terrorism Vulnerability Information)
– CSAT Top-Screen Questions
– CSAT Top-Screen User Manual



Step 2: Register with DHS

• Registration is performed on DHS website
– Electronic data, and
– Paper certification

• Registration information includes:
– Name
– Street Address
– City, State, Zip Code and County
– Latitude and Longitude



Step 2 (continued)

• Be prepared to assign these roles:
– Preparer
– Submitter
– Authorizer
– Reviewer

• Be prepared to provide an E-mail address:
– Free, public or Web-based accounts prohibited

(AOL, Yahoo, Hotmail, etc.)



Tip!
• To access the DHS screen to register...

– Must click on “Yes” in the Security Alert 
message box.



Step 2 (continued)

• Registration involves:
– Enter the required data in Website
– Print the user registration form
– Collect signatures of each:

• Preparer
• Submitter
• Authorizer

– Mail or Fax the completed form to DHS



What to expect after you register...

• DHS will:
– Create your user access account.
– Issue username and password in two

separate E-mail notifications.

– CSAT Helpline:              866-323-2957



CVI Information

• Top-Screen information is CVI
• Download CVI Procedures Manual
• Perform Web-based CVI training
• Print off certification.



Step 3: Submit the Top-Screen



Tip!

• Print off a paper copy of the CSAT Top-
Screen Questions and complete the Top-
Screen on paper first.

• Then login to the DHS website and submit 
electronically.

• DHS will not accept paper copies!
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http://yosemite.epa.gov/oswer/ceppoweb.nsf/content/rmp-comp.htm















More security doesn’t make 
you more secure.........

Better management does!



After the 
Top-

Screen...





Thank You!
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